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Por que?

KINDNS

Desde la RFC882 (1983) el protocolo DNS cambié
bastante.

* De acuerdo con “DNS Camel Viewer” (PowerDNS):
« 297 RFCs relativas al DNS
« 2.082 paginas de texto

* Algunos cambios incluyen:
« Agregado de nuevos protocolos (DNSSEC)
 Nuevos RR’s
* Mecanismos de privacidad (QNAME minimization)
* ... mucho mas
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KIN

nowledge-sharing and
nstantiating

orms for

NS (Domain Name System) and
aming

ecurity

..... IS pronounced “kindness.”
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;. De qué se trata?

KINDNS

El intercambio de conocimientos y las normas de
creacion de instancias para el sistema de nombres de
dominio y su seguridad (KINDNS) es una iniciativa
lanzada por la Corporacion de Internet para la
Asignacion de Nombres y Numeros (ICANN) para
producir un marco simple y claro de mejores
practicas operativas para los operadores de DNS.
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Operadores objetivo

KINDNS

Operadores de servidores "

Operadores de servidores
Recursivos

Fortaleciendo el Sistema

Al unirse a la iniciativa KINDNS, los operadores de DNS se comprometen
voluntariamente a adherirse a las practicas identificadas y actuar como
"embajadores de buena voluntad" dentro de la comunidad.
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Auto evaluacion y formar parte de KINDNS
: KIN

1. Los operadores de cada categoria pueden realizar una
autoevaluacion de sus practicas operativas frente a KINDNS y
utilizar el informe para corregir/ajustar las practicas no alineadas.

Las autoevaluaciones son anénimas y los informes se
descargan directamente del sitio web una vez completada la
autoevaluacion.

2. Los operadores pueden inscribirse para participar en una o varias
categorias cubiertas por KINDNS.

La participacion en la iniciativa KINDNS significa
comprometerse voluntariamente a implementar/adherirse a las
practicas acordadas.

Los participantes se convierten en embajadores de buena
voluntad y promueven las mejores practicas.
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Reportes de aut

o-analisis

&P KINDNS

& KINDNS
KINDNS (Knowledge-Sharing and Instantiating Norms for DNS and Naming Security) is
a program to develop a framework that focuses on the most important operational best
practices or concrete instances of DNS security best practices.

You have assessed yourself for the Recursive Resolver Category. The first step in
accessed or will be accessed:
Is my resolver service public or private?

securing a recursive DNS resolver service is determining how your server is being

e
Public: can be reached over the open internet (public IP address, not -
restricted)
« Private: cannot be reached over the open intemet (private IP address, or
ACL restrictions, or a combination) \ L
« s my resolver service open or closed?

«  Open: reachable by, and responds to, queries from any client —

« Closed: requires authentication of some sort to be used (for example, IP
address, TSIG, or TLS certificate [DoT])
inding on your company policy or business practice, you may be operating one or
pes of resolvers. KINDNS best practices and implementation guidelines for
er Operators covers three major categories, reflecting the types of resolver
s found on the intemet in practice:
ivate Resolvers.

ared Private Resolvers.
plic Resolvers.
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Sitio WEB - kindns.org

&P KINDNS

°
@ KINDNS & About oper gor .  News Events a
@ KINDNS # soon e . : A a
& KINDNS
Private Resolvers
Stands for Knowledge-Sharing and -
Instantiating Norms for DNS and Home
Naming Security.
I3 programt develp a amenrk that
{eeuse o oot mporta paratonal
st practies o concretemstances of NS
sty bt pracices.
rvate resoers 0 Theyareoten
Jous W ®RFC1918,for inst:
s A s OBV 55 ATHE DR
st practcs for ond Inaddion 0 thse two
‘Working with the DNS techi | community, we've intended as a movement, where members of the
identified and documented a set of best practices that are global community help themselves and each other by NS Security: d ‘your
essential for a secure DNS ecosystem, and that both small committing to the KINDNS best practices. Leindioeneinecancs e i et tacs
and big operators can easily implement.
The mare operators oin the Intative, Reladgerthe
\mplementing KINDNS practices i voluntary. The goal of  footprinef a robust andisecure DNS ecosyster will e, By practice 1
KINDNS i not o lcture operators or overwhelm them Joining the KINDNS Inititive, you are voluntarily,
with a complex st of things to do, but rather to aid themin  committing to adhering tothe mutually agreed norms and DRSSECvalidation MUST.be enabiéd forrecursive resolvers.
understanding and implementing a small set of the most. acting as “goodwill ambassadors” within the community. Rationale +
important operational best practices.
Practice 2
wust -
ﬂ Join Us Today KINDNS Self-Assessment Rationale +
CR R ——— Access yourselftoday
i i o of
Latest News @ KINDNS
Practice 3
& KINDNS & KINDNS KINDNS R ————
Self Assessment Ratioale +
Home St pssessment
Practice 4
Sample Post 3 Sample Post 2 Sample Post 1 e
Rationale +
[y—— ;i comsecteur
saprg i o e ping . Cros sagts clomentum ciping i, Cra e clomentum practice s
s maimus s s, s s,
—— o
Rationale +
[ vowrens | Welcome
This DNS Operators self assessment has two
components
1. Core DNS Practices Assessment
2. Core System Security Assessment
The asssesment will begin as soon as you press start,
° °
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¢, Como contribuir?

® Sitio web de KINDNS:

kindns.orq

® Lista de discusion sobre KINDNS:

kindns-discuss@icann.orqg

® Wiki sobre KINDNS

https://community.icann.org/display/KINDNS

KINDNS
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Interactua con ICANN: gracias y preguntas

3’% One World, One Internet

ICANN

Visit us at icann.org

O @icann
0 facebook.com/icannorg

youtube.com/icannnews

° flickr.com/icann

@ linkedin/company/icann

@ soundcloud/icann

instagram.com/icannorg




